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Code Signing

 In the second set of notes on PowerShell we discussed the execution
policy which is part of the security built-in to PowerShell.

« We modified PowerShell’s default setting of Restricted, which prevents
PowerShell from running any scripts (it is restricted to running in an
Interactive mode only).

« We changed the setting using the set-executionpolicy cmdlet to
RemoteSigned, which allowed locally created scripts to be loaded and
executed without being digitally signed.

 The other two options are: AlISigned, which is a notch under
Restricted, in that all scripts must be digitally signed by a publisher you
trust in order to be loaded and executed. The Unrestricted option
allows any script to be executed but for non-local scripts the user is
prompted for an action.

’
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Code Signing

« In short, code signing is the process of digitally signing scripts,
executables, dynamic link libraries (DLLs), and so forth to establish a
level of trust for the code.

« The trust granted to digitally signed code is based on two assumptions.

— One, a signed piece of code ensures that the code hasn’t been altered or
corrupted since being signed.

— Two, the digital signature serves to prove the identity of the code’s author,
which helps you to determine whether the code is safe for execution.

« These two assumptions are a way to ensure the integrity and
authenticity of the code. However, these assumptions alone are
no guarantee that signed code is safe to run.

”
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Code Signing

 For these two assumptions to be considered valid, you need the digital
signature and the infrastructure that establishes a mechanism for
Identifying the digital signature’s originator.

« A digital signature is based on public key cryptography, which utilizes
an algorithm for encryption and one for decryption. The algorithms
generate a key pair consisting of a private key and a public key. The
private key is kept secret so that only the owner has access to it, but the
public key can be distributed to other entities. Some form of secure
Interaction iIs then required between other entities and the key pair
owner. Depending on the type of interaction, one key is used to lock
(encrypt) the communication and the other key is used to unlock
(decrypt) the communication.

 In digital signatures, the private key Is used to generate a signature, and
the public key is used to validate the generated signature.

’
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Code Signing

» The process is as follows:

1.

A one-way hash (message digest, fingerprint, or compression function),
which is a cryptographic algorithm that turns data into a fixed-length
binary sequence (one-way means that it difficult to derive the original
data from the resulting sequence) of the content being signed is generated
by using a cryptographic digest.

The hash is then encrypted with the private key, resulting in the digital
signature.

The hash content is sent to the recipient.

The recipient creates another one-way hash of the content and decrypts
the hash by using the sender’s public key.

Finally, the recipient compares the two hashes. If both hashes are the
same, the digital signature is valid and the content has not been modified.

”
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Code Signing

 To associate an entity, such as an organization, a person, or a
computer with a digital signature, a digital certificate is used.

« A digital certificate consists of the public key and identifying
Information about the key pair owner.

« Toensure a digital certificate’s integrity, it is also digitally signed.

« A digital certificate can be signed by its owner or a trustworthy third
party called a certificate authority (CA).

« The act of associating code with the entity that created and published
It removed the anonymity of running code. Furthermore, associating
a digital signature with a code-signing certificate is much like using
a brand name to establish trust and reliability.

’
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Code Signing

« Therefore, armed with this information, users of PowerShell scripts
(or any script in general) can make informed decisions about running
a script.

* In a nutshell, this is why code signing Is an important aspect to
system administration activities and in particular to the PowerShell
security framework.

#
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Obtaining A Code Signing Certificate

« There are two methods for obtaining a code-signing certificate:
generating self-signed certificates and using a CA from a valid
public key infrastructure (PKI) like Veri-Sign.

« Generating a self-signed certificate for signing your PowerShell
scripts and configuration files is simpler and quicker and has the
advantage of not costing anything.

 However, no independent third party verifies the certificate’s
authenticity, so it doesn’t have the same level of trust that’s expected
from code signing. As a result, no other entity would trust your
certificate by default. To distribute your PowerShell script to other
machines, your certificate would have to be added as a trusted root
CA and a trusted publisher.

’
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Obtaining A Code Signing Certificate

 Although changing what an entity trusts is possible, there are two
problems.

* One, entities outside your sphere of control might not choose to trust
your certificate because there’s no independent method for verifying
who you are.

« Two, If the private key associated with your self-signed certificate
becomes compromised or invalid, there Is no way to manage your
certificate’s validity on other entities.

« Given these problems, self-signed certificates should be limited to
local machines or for testing purposes only.

 If you plan to have your scripts used in an enterprise or the public
realm, the second method of using a CA from a PKI should be used.

’
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Generating a Self-Signed Certificate

« Even though the second method is the preferred method for public
realm scripting, we’ll focus on the first method here so that you
can get some practice creating scripts that are digitally signed and
then we’ll also be able to once again modify the execution policy
of PowerShell to require all scripts having a digital signature.

« The method of creating a self-signed certificate is based on using
the makecert utility, which is part of the .NET Framework

Software Development Kit (SDK).

« Follow the steps on the next page to use this utility to create your
own digital signature.
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Generating a Self-Signed Certificate

1. Download the latest Microsoft .NET Framework SDK available at:
www.microsoft.com, and searching for “Microsoft .NET Framework
SDK”. The current version is 2.0.

2. Install the SDK on the machine where you want to generate the self-
signed certificate. Let’s use one of our virtual machines for this, like
Mark-Serverl, since that’s where you’ve Iinstalled PowerShell.

3. Locate the makecert utility. The default location is C:\Program
Files\Microsoft .NET\SDK\v2.0\bin.

4. Open a command prompt and change the working directory to this
location using the cd command. See page 12.

5. Create a self-signed certificate using the command illustrated on
page 12.

’
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v Administrator: Command Prompt -8 x|

Eicrusuft Windows [Uersion 6.68.6801]
opyright <c> 2886 Microsoft Corporation. All rights reserved.

:sUserssAdministratoricd. .
ssUsersred. .

:»ood program files

Digital certificate was

:“Program Files>cd microsoft.net successfully created

:»Program Files“Microsoft.NET >cd sdk

T~SDKE“v2 .B3cd hin

crosoft .MET~5DKv2 .8%\Bin>makecert —» —pe —n "CHN= MJL Code 5ig
A1l e B1-/81-2813 —eku 1.3.6.1.5.5.7.3.3 —s3 My

:“Program Files:Microso

:“Program Files
ing" -h 81/

iC

iC

iC

iC

c

C:»Program FilessMicrosoft . NET~5D v2.H@
C

Eucceeded

C:“Program Files“Microsoft . NET~SDK»w2 . 8%Bin>_

[ Makecert -r —pe —n “CN= choose a name” —-b beginning date —e ending date —eku 1.3.6.1.5.5.7.3.3 —ss My ]
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& Administrator: Windows PowerShel

§ CiwisersMdninistrator\MyScripts)

§ CiwsersMdninistrator\MyScripts? get-childitem cert:\urrentUser\My -codesign

Directory: Microsoft.PowerShell.BecurityNGertificate::Currentlsersty

Thumhprint Subject

DSF39C4ACACA7734BC1180AF751E4SFIB4F6EA4A  CN=NJL Code Signing

PS CivusersMidninistrator\HyScripts?

Run this cmdlet in
PowerShell to see
your self-signed
digital certificate.
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Signing PowerShell Scripts

« When signing a PowerShell script, you use the set-
AuthenticodeSignature cmdlet, which takes two required
parameters.

« The first parameter, £ilePath, Is the path and filename for the
script to be digitally signed.

« The second parameter, certificate, IS the X.509 certificate
used to sign the script.

« To obtain the X.509 -certificate In a format the set-
AuthenticodeSignature cmdlet understands, you retrieve
the certificate as an object with the get-ChildItem cmdlet, as
shown on the next page.

#
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Signing PowerShell Scripts

& Administrator: Windows PowerShell -|0O] x|

PS C:suserssAdministratorsMyScripts? set—authenticodesignature —filePath PS-Partb—plS—signed.psl —ce_
ditem cert:“Currentlser~My —codeSigningCert>[A] —includeChain "A11"

Directory: CisuzerssAdminisztratorsMyScripts

SignerCertificate Status Path

D5F99C4AC4CATY?3I4BC1186AF?S1E45F384F6ER4A  Valid PS-PartS-plS-signed

PS C:suserssAdministratorsMyScripts?

Actual command string is:

Set-authenticodesignature —filePath <filename> —certificate @(get-childitem cert:\CurrentUser\My
—codeSigningCert)[0] —includeChain “All”
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Signing PowerShell Scripts

« To retrieve the certificate you want from the user’s certificate
store, you use the get-childitem cmdlet with the
codeSigningCert switch parameter.

« This switch parameter can only be used with the PowerShell
Certificate provided and acts as a filter to force the get-

childitem cmdlet to retrieve only code-signing certificates.

» To ensure that the entire certificate chain is included in the digital
signature, the includeChain parameter is used.

« After the set-authenticodesignature cmdlet has been
executed successfully, the signed file has a valid digital signature
block containing the digital signature appended to it.

’
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Signing PowerShell Scripts

« The digital signature block in a PowerShell script is always the

last item iIn the script and can be found easily because it is
enclosed between SIG # Begin signature block and

SIG # End signature block , as shown in the example
script we just digitally signed (see next page).

#
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B C\Users\Administrator\MyScripts\PS-Part5-p15.ps1 - Notepad++ - 10O] =|
File Edit Search Wiew Encoding Language Settings Macro Run Pluging Window 2 ®

cOHEE - G40 e mi| t B mNNCRCRDNN = NEE2
= PSFaﬂ5ﬂ15ps1|

39 o ||

40 # 5IG # Begin =signature block

41 ¥ MITECQYJEoZIhveHAQcCoIID4+jCCA S YCAQERCzAJEqQUrDgMCEgUAMCKEC1 =GRAQOE

313 ¥ gicChQSgWzEZHMDRECisGL0Bg]cCARdw I gl DRQRAREAfzDcgWUsITrckOsYpiviR

43 ¥ LoEALgERAQEARgELAgEAMCEWC Y FEwdDAho FAROUVE4ZRECZTCOciwbSVEe  6ikxo

e # FEBegggIkMIICIDCCAYmghwIBAgIQIxS5PfHIMbEtIEEhuSItklkzANBgkghki GOw0E

45 # LOOFRDABLMEEKWEWwYDVOODEXBHSkwgR2 9kZ5BTaWduaW snME4 X DTEXMDEWMT A I MDowW

46 # MFoXDTEzMDEWMTAIMDAWMFowGzEZMBoGAl TEAXxMOTUpMIENvEGUgUZ InbmluZ zCHB

47 ¥ nzANBgkghki GO9wiOBAQEFAAOE JQAWgY kCgYEAC W2 FEZ 1 ETgBsP+0X EcvFo3mm3

48 ¥ v1EQps4S50P Xgl4Qon fEruNTE i XbJ3b,/ fG62 v IOMI4+Bwamp kS Zdp0l4gE531Pedy

44 # ®XEshe¥io/OEnmLIVZIr/MycEBzErTclurOEeeZFv+H,/ Jz/ 2663 0xTwllffT4LESOyvgV

o0 # Eg+0clEBSFOe6MEMCAWELDaNIMEMWEWY DVRO1BAWWCgY IKwYBEQUHAWMWTAY DVROE

=% | # BEUwR4LBgEfhEZ2TIThNVCTgoZBS36EdMBexCTAXEgNVEAMTEE1IKTCEDLZ2ZR1IFND

52 # E25pbmeCECHMfeTixyvTETSEPIbvSLEAMwDOY JEoZ IThvecHAQEEBQADGYEAMFIxOghl

53 # EvhSlehxeEfa/bZqlyd4DezfmEiDiRalgbiij Thnkp85lelvDygiukfkGAnoERAng

54 # CxMA4TwvCnoj nEGeEVXT1LyvbbwsSiv+BEmZ fHgPglrranf8ikVrNUOFgpSxOk4EIS3IigM

55 # Hpdmps+/ ILOuQkHvE44Y SvImCUTIJH+ 1GnyvAlxgoFPMIIESwIBATAVHE s RGTANE gV

oE # BAMTEEIETCEDLZRIIFNpZZ SpbmocCECHfeT3xvIGTSEPIbVvSLEAMwC QY FEWADAhoF

57 # LEB4AMBgGECisGAOEBgicCAwWRCiAToAMAAKECgAAWEDY JEoZ IhveHAQKDMOWwECisG

o8 # AQOBgjcCAwHLYHEWwYBBAGCHWwIBCzEOMAWGCi sGAQOBg ] cCARTwIwY JEoZ Thvcl

Lo ¥ LOKEMEYEFGREEled4fEVEFkpAd TdeizyvhrWi0IMAOGCSgESIn3DREEBAQUABTIGAWNKNY

&0 ¥ Bpe0biuCHZYnOVAIHMZOhusTUgEulrLycnVEiiNYDglYDE4FThasgrdpNyTEcbrTEBe

ol ¥ ¥MgamBSFAFfCxMeRZoTiodeyDohY¥DEfPtMMgUvneXephQ3YE89ge 2/ lokPCh2=2a0L9t

62 # zNeU6eS5ihkWioukd3RTAdEf5ip8dCheyved430lnFDEk=

63 # 5Iz # End =signature block

64 —
\windows |length : 3136 lines : 64 Ln:5 Col:20 Sel:0 |Dos\Windows JAMNST s
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Verifying A Digital Signature In PowerShell

« To verify the digital signature of PowerShell scripts, you use the
get-authenticodesignature cmdlet.

 This cmdlet returns a valid status or an invalid status, such as
HashMismatch, indicating a problem with the script.

« Page 20 illustrates verifying a script which contains a valid digital
signature.

« Page 21 illustrates a script that was modified after the digital
signature was applied.

#
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Verifying A Digital Signature In PowerShell

% Administrator: Windows PowerShell

IPS C:susersMAdministratorsMyScripts? get—-authenticodesignature PS-Part5-plS-signed.psl

Directory: CiusersMidministratorsMyScripts

BignerCertificate Status Path

J

IPS C:suserssAdministratorsMyScripts?

NOTE: Until you complete

the steps to trust the digital
certificate, the status here
will be “Unknown Error”.

IDSFI9C4ACACAT7I4BC1186AF751E45FI84P6ER4A  Ualid PS-Part5-plS-signed

Ay

This screen shot was taken
after I'd registered the CA.
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Verifying A Digital Signature In PowerShell

& Administrator: Windows PowerShell =101 x|

§ C:suserssAdministratorsMyScripts? get—authenticodeszignature PS-PartS—plS-invalidzignature.psl

Directory: CisuserssAdministratorsMyScripts

Fignerﬂertificate Status Path

SF99C4AC4CAYY734BC1186AFYS1E45F384F6ER4A |HashMismatch P8-PartS-plh-invali

PS C:suserssAdministrator~MyScripts’

a | M
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Verifying A Digital Signature In PowerShell

« Once you begin to digitally sign your scripts you’ll need to reset
the PowerShell execution policy to AllSigned.

« The next page illustrates doing this wusing the set-
executionpolicy cmdlet.

« Once this is done, | attempted to run the modified version of the
digitally signed script. Notice that PowerShell will not allow it to
execute due to the invalid signature.

#
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% Administrator: Windows PowerShell - 10| x|

8 CisuserssAdministratorsMyScripts? get—authenticodesignature PS-PartS-plb-invalidsignature.psi

Directory: C:susersAdministratorsMyScripts I
Fignerﬂertificate Status Path
S5F9C4AC4CAT?I4BC1186AF751E45F384F6ER4A  HashMismatch PS-Part5-p15-invali

8 CisuserssAdministratorsMyScripts? set—executionpolicy AllSigned

xecution Policy Change
he execution policy helps protect you from scripts that you do not trust. Changing the execution
olicy might expose you to the security risks described in the abhout_Execution_Policies help topic.
Do you want to change the execution policy?

[¥] Yes [N] No [S51 Suspend [7] Help {default iz "¥"): y

8 CisuserssAdministratorsMyScripts? get—executionpolicy

115igned

8 C:suserssAdministratorsMyScriptsy A\PB-Parth-plh-invalidsignature.

8 C:suserssAdministratorsMyScripts v
Kl | H

{
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Verifying A Digital Signature In PowerShell

« What happens if we attempt to execute a valid digitally signed
script in PowerShell now, assuming that we’ve changed the
execution policy to AllSigned?

I Select Administrator: Windows PowerShel [0 %]

&

PS C:susersMAdministratorsMyScripts?y .\PS-Part5-pl5-signed.psi

\ It still doesn’t

work!!!!

P§ CivusersMdministratorsMyScripts)

{ } /

#
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Verifying A Digital Signature In PowerShell

« The problem, as you can see from the PowerShell script output, is
that we’ve created the digital signature and signed the script, but
the we haven’t verified that we trust the creator of the signature
yet.

« To do this go to the file that contains the digital signature and
right click on it and select Properties.

 Follow the steps on the next few pages to

* You’ll see a tab which is titled Digital Signatures. Select this tab.

#
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1. Right click on the file name and
select Properties to see this

2. Select the Digital Signatures

dialog. tab
B PS-Part5-p15-signed Properties X|
x
General | Digital Signatures I Secuﬁtyl Details I Previous Versions I x|
General Digital Signatures |Secunw| Detailsl Pravious ‘u’ersinns'
é‘? [PS-Part5p15signed
- ~ Signature list
_ Mame of signer: | E-mail address: | Timestamp |

Type offile:  PSTFile (psT) MJL Code Signing Mot available Mot available

Openswith: | Notepad Change...

Location: CMUsers'Administrator My Scripts

Size: 315 KB (3.273 bytes)

[Dietailz

Size on disk:  4.00 KB (4,056 bytes)

Created: Today, Movember 09, 2011, 2 hours ago

Modified: Today, Movember 09, 2011, 2 hours ago

Accessed: Today, Movember 09, 2011, 2 hours ago

Attribites: ™ Readonly [ Hidden Advanced... |

oK Cancel | = sppl OK Cancel | Zppl
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3. Highlight the name of signer

you wish to trust.

B Ps-Part5-p15-signed Properties

‘General Digital Signatures |Secunty| Detailsl Previous "u’ersionsl

~ Signature list
Mame of signer: E-mail address: Timestamp |

MJL Code Signing Mot available Mot available

Details

0K Cancel |

Apply

4. You should see this dialog now.

Click View Certificate.

Digital Signature Details

General | Advanced |

Digital Signature Information

-,tEQ:}] A certificate chain processed, but terminated in a root
certificate which is not trusted by the trust provider.

— %

2]

— Signer information

Marme:

E-mail:

INn:nt available

Signing time: |N.:.t available

View Certificate |

— Countersignatures

Mame of signer: | E-mail address: Timestamp

etails
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5. Click the Install Certificate
button.

x

General |DE13i|S | Certification Path |

.ﬁ]ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  MIL Code Signing

Issued by: MIL Code Signing

Valid from 1/1/2011 to 1/1/2013

Install Certificate...|  Issuer Statement

6. The Certificate Import Wizard

will now run. Click Next.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

Thiz wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, didk Mext,

x|

Ok

= Biack
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7. Choose your option here. | just let mine default to automatically selecting the
certificate store based on the type of certificate. Then click Next.

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

'f-' Flace all certificates in the following store

Certificate skore:

Browse, ..,

Learn more about certificate stores
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8. Click Finish and you’re done
(well almost — see next page)

Certificate Inmport Wizard

Completing the Certificate Import
Wizard

The certificate will be imported atter vou dick Finish.

You hawve specfied the following settings:

=tek Automatically determined by £
Certificate
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]

File Edit View
Organize ¥ (= Views » |Open ¥ 33Share (€4 Bumn

Mame = |v| Date modified |v| Type I"I Size |v| Tags |v|
) StatusInformation 1122011 12:16... File Folder
EE. Documents Fl ArraaSerint 1A AN Qena D21 Fils 1KB

= - -
& music 1KB

Mare You are about to install a certificate from a certification authority 1KBE
I_\ (CA) daiming to represent: 1KB

Folders bl MIL Code Signing LKB
2KB

R

15 Computer il Windows cannot validate that the certificate is actually from "MIL 1KE
k4 Floppy Disk Drive (A:) Code Signing™. You should confirm its origin by contacting "MIL
=a 1KE
& | ocal Disk (1) Code Signing”, The following number will assist you in this process: KB

. CNT4714 Thumbprint (sha1): DSFISC44 C4CAT734 BC1186AF 751E45F3 1KB
, PerflLogs B4FSED40 1KE

. Program Files Warning: 4KB

. StatusInformation If you install this root certificate, Windows will automatically trust 4 KB
| Users any certificate issued by this CA. Instaling a certificate with an KB

. unconfirmed thumbprint is a security risk, If you didk ®fes” you
. Administrator acknowledge this rigk, L
, .grasp_settings 1KE
!El Contacts Do you want to install this certificate? 1KE

m Deskiop
EE. Documents

Il powrloads Certificate Import Wizard x|

!E- Favorites

Favarite Links

I vLinks e
| | The import was successful,
E[J' Music k. ¥ 4

. MyScripts

EE Pictures ;I
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0. Now go back to PowerShell and attempt to rerun the digitally signed script. You will
see the following message appear. Click A to always run scripts with this digital
certificate, subsequent runs will not issue this prompt. Clicking the A option places
the publisher’s certificate in the Trusted Publisher’s certificate store. Also, the root
CA’s certificate is placed in the Trusted Root Certification Authorities certificate

\_ store, if it isn’t already there. )

% Administrator: Windows PowerShell

§ Ciusers\Administrator\MyScripts? .\PS-Part5-pl5-signed.psi

—
0 you want to run software from this untrusted publisher?
ile C:\usersMAdministrator\MyScripts\PS-PartS-plS-signed.psl is published hy CN=MJL Code Signing
nd is not trusted on your system. Only run scripts from trusted publishers.
[U] Never run [D] Do not run [R] Run once [A] Always run [?] Help {(default is "D"): _
§ Ci\usersMidministrator\MyScriptsy \PS-PartS-pii-signed.psl . textfile.csv
hecking Template Path
hecking Import File
§ CiusersMdministrator\yScripts? v
{ 4 A

(.
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